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(54) Copy protection in data transmission and processing 



(57) A digital satellite broadcasting system for pro- 
viding copy protection or so-called macrovision signals 
which hinder the recording of designated picture signals 
and which do not adversely affect the performance of a 
television receiver. Such satellite broadcasting system 
may include a broadcasting station (100), a satellite 
(200), and a plurality of satellite receivers (31 ) each lo- 
cated at a subscriber's premises and coupled to the sub- 
scriber's television receiver (60) and recording/repro- 
ducing device (VTR) (70). Parameters pertaining to a 
number of types of television receivers (60) may be 
transmitted from the satellite broadcasting station (100) 
by way of the satellite (200) to the satellite receivers 



(31 ). Upon receiving such transmitted parameters, each 
respective satellite receiver (31 ) obtains the parameters 
associated with the respective television (60). Such ob- 
tained parameters are utilized in forming a macrovision 
signal which is combined with video data and supplied 
to the respective television receiver (60). As a result of 
using parameters associated with the respective televi- 
sion receiver (60) in forming the macrovision signal, the 
performance of such television receiver (60) is not ad- 
versely affected and picture signals of designated pro- 
grams which are recorded on the VTR (70) will produce 
unacceptable pictures upon reproduction so as to pro- 
vide the desired copy protection. 
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Description 

The present invention relates generally to copy pro- 
tection in data transmission and processing and can 
provide a data transmission and/or receiving technique s 
and a data reproducing technique in which a copy inhibit 
signal is added to main signals such as digital video sig- 
nals obtained from digital satellite broadcasting signals 
or digital video signals reproduced from a digital video 
disc (DVD) or the like. 10 

Fig. 1 illustrates a digital satellite broadcasting sys- 
tem for broadcasting signals, such as video signals 
which may have been compressed by utilizing a so- 
called MPEG 2 (moving picture experts group) standard 
picture compression technique, to a number of subscrib- is 
ers. Such digital satellite broadcasting system generally 
includes a satellite broadcasting station 210, a broad- 
casting satellite 220, and a satellite broadcasting receiv- 
er 230. The broadcasting satellite 220 may receive 
broadcast signals transmitted from the broadcasting 20 
station 210 and may transmit such received signals to 
earth. The satellite broadcasting receiver 230, which is 
mounted in or near the premises of a respective sub- 
scriber, may receive the broadcast signals from the 
broadcasting satellite 220. 25 

More specifically, in the above-mentioned digital 
satellite broadcasting system, a program may be encod- 
ed bv an MPEG encoder so as to form an MPbG trans- 
port stream (MPEG-TS) which is modulated for satellite 
broadcasting and transmitted from the satellite broad- 30 
casting station 210 by way of a parabola antenna 211 
to the broadcasting satellite 220. The broadcasting sat- 
ellite 220 transmits such program signals so as to be 
received by the satellite broadcasting receivers 230. As 
shown in Fig. 1, a respective satellite broadcasting re- 35 
ceiver 230 may be coupled to a television receiver 240 
and/or a video tape recorder 250. 

Fig. 2 illustrates the satellite broadcasting receiver 
230. As shown therein, such receiver generally includes 
a station selection unit 231, a demodulator 232, a data 40 
decoder 233, a descrambler 234, an MPEG decoder 
235, and a video outputting signal processor 236. 

In the satellite broadcasting receiver 230, a channel 
desired by a user may be selected by use of the station 
selection unit or tuner 231 . A signal of the selected chan- 45 
nel or station from the tuner 231 is supplied to the de- 
modulator 232 so as to be demodulated in a predeter- 
mined manner. Demodulated digital signals from the de- 
modulator 232 are supplied to the data decoder 233 and 
the descrambler 234. The data decoder 233 may re- so 
ceive key information from an IC card 237 which may 
have been provided by the service providers of the re- 
spective satellite broadcasting system and may decode 
such key information and supply the same to the de- 
scrambler 234. The descrambler 234 may descramble ss 
the demodulated digital signals received from the de- 
modulator 232 by using the key information received 
from the data decoder 233. Descrambled signals from 



the descrambler 234 may be supplied to the MPEG de- 
coder 235. If the selected channel signal from the tuner 
231 is not scrambled, the descrambler 234 may not per- 
form any descrambling operations and may instead 
merely supply the output from the demodulator 232 to 
the MPEG decoder 235. The MPEG decoder 235 may 
decode the MPEG-TS signals from the descrambler 234 
to form decoded digital video signals and may supply 
the same to the video outputting signal processor 236. 

The video outputting signal processor 236 includes 
a video encoder 361 , a macrovision signal generator 

362, an adder 363, and a digital-to-analog (D/A) con- 
verter 364. The video encoder 361 converts the digital 
video signals from the MPEG decoder 235 into signals 
conforming to a predetermined television standard, 
such as a NTSC standard. Output signals from the NT- 
SC encoder 361 may be combined with output signals 
from the macrovision signal generator 236 by the adder 

363, as hereinafter more fully described. Digital output 
signals from the adder 363 may be converted to analog 
video signals in accordance with the predetermined tel- 
evision standard by the D/A converter 364. 

The above-mentioned digital satellite broadcasting 
system may use a so-called pay-per-view service 
wherein viewers or subscribers are charged a fee to en- 
able viewing of a selected desired program. Typically, in 
such pay-per-view service, a subscriber may select a 
desired pay-per-view program trom a program table dis- 
played on the television receiver 240 which is supplied 
thereto from the satellite broadcasting station 210 by 
way of the broadcasting satellite 220. The subscriber 
may cause information pertaining to the selected pro- 
gram to be supplied from the satellite broadcasting re- 
ceiver 230 to the satellite broadcasting station or super- 
vising company by way of a telephone network or the 
like. The key information utilized for decoding the select- 
ed program may be transmitted from the satellite broad- 
casting station 21 0 to the respective satellite broadcast- 
ing receiver 230 by way of the broadcasting satellite 
220, whereupon the desired program is enabled to be 
viewed and the subscriber is charged. 

A pay-per-view program may be displayed on the 
television receiver 240, but may be inhibited from being 
recorded by the video tape recorder 250 or the like so 
as to provide copyright protection. To inhibit such re- 
cording, a so-called macrovision or copy protect signal 
which may inhibit picture recording is added to the pay- 
per-view program. More specifically, the digital satellite 
broadcasting station 210 may transmit various addition- 
al data, such as key information for decoding, a program 
table, and/or operating parameters for hardware, along 
with video and audio data to the satellite broadcasting 
receiver 230. The received data may be detected or de- 
coded by the data decoder 233 of the satellite broad- 
casting receiver 230 so as to form a signal for controlling 
the macrovision signal generator 362. Such control sig- 
nal may be supplied to the macrovision signal generator 
362, whereupon a macrovision signal may be generated 
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and combined with the digital video signals from the NT- 
SC encoder 361 by the adder 363. 

The data decoder 233 is illustrated in Fig. 3. As 
shown therein, the data decoder 233 includes a switch 
331 , a control code register 332, a control code analyzer s 
333, and data stream processor 334. Upon detecting a 
control code packet, the switch 331 is changed so that 
a control code, which may have 64 bits, is supplied to 
the control code register 332. The control code from the 
64-bit control code register 332 is supplied to the control 10 
code analyzer 333 wherein the received control code 
may be analyzed and parameter setting information 
and/or on/off control information may be generated and 
supplied to the macrovision signal generator 362. On 
the other hand, if signals other than a control code pack- is 
et are supplied to the switch 331 , the switch is changed 
so that such other signals are supplied to the data 
stream processor 334 wherein information, such as a 
program table, may be extracted and processed. 

Two types of signals, that is, a pseudo horizontal 20 
synchronization pulse and a color stripe, may be utilized 
as macrovision signals. The two resulting systems will 
now be described. 

In a pseudo horizontal synchronization pulse sys- 
tem, a pseudo horizontal synchronization pulse may be 2s 
inserted into the vertical blanking period of a video sig- 
nal, as shown in Fig. 4, so as to cause a malfunction of 
an automatic gain control (AGC) circuit of the VTR 250 
(Fig. 1) and, as a result, cause the picture level to dete- 
riorate to an unacceptable level. As such, acceptable so 
picture recording is inhibited. In a color stripe system, 
the phase of a number of lines (such as four lines) of a 
color burst signal may be inverted every 20 lines, as 
shown in Fig. 5, so as to cause color inversion during 
reproduction from the VTR 250 and, as a result, cause 35 
the picture level to deteriorate to an unacceptable level. 
As such, acceptable picture recording is inhibited. 

The television receiver 240 (Fig. 1 ) may not include 
an AGC circuit (as in the VTR 250) so that a displayed 
picture may not be disturbed or deteriorated by the *o 
pseudo horizontal synchronization pulses. However, the 
television receiver 240 may include an automatic phase 
control (APC) circuit capable of detecting the phase dif- 
ference between the color burst signals and an oscillator 
signal for producing a reference subcarrier wave syn- *s 
chronized with the color burst signal. Nevertheless, the 
television receiver 240 may not be affected by use of a 
color stripe system due to a relatively long time constant 
of the APC circuit. 

Thus, if picture signals from the satellite broadcast- so 
ing receiver 230 are supplied to the video tape recorder 
(vTR) 250 and the television receiver 240, picture sig- 
nals having a deteriorated signal quality due to the mac- 
rovision signal are recorded on the VTR, while a picture 
without such picture quality deterioration may be dis- ss 
played on the television receiver. 

Although a particular type or brand of television re- 
ceiver may not be adversely affected by the use of mac- 



rovision signals as described above, other types or 
brands of television receivers may be adversely affected 
by such use of macrovision signals. As a result, these 
latter types of television receivers, which may have pa- 
rameters different from those of the former type of tele- 
vision receivers, may display video pictures which are 
deteriorated or subject to interference as, for example, 
shown in Fig. 6. 

Therefore, in the above-described copy protection 
technique, picture data synthesized or combined with 
macrovision signals of a pre-set parameter are supplied 
to all types of television receivers. Although this tech- 
nique may not adversely affect the performance of some 
types of television receivers, such technique may ad- 
versely affect the performance of other types of televi- 
sion receivers which may have different set parameters, 
as previously described. 

In addition to the above-described technique, a so- 
called CGMS (Copy Guard Management System) or 
APS (Analog Protection System) technique may be uti- 
lized for controlling the outputting of a copy protection 
signal and enabling data pertaining thereto along with 
picture data or speech data to be recorded by a digital 
video disc (DVD) or a digital video cassette (DVC) as, 
for example, shown in Fig. 7. Such CGMS and APS data 
may be pre-set by the copyright owner. For example, 
the CGMS data may be 2-bit data, in which *00\ '10', 
'01 ', and *1 1 ' represent copy-free, copying permitted on- 
ly once, unused, and copying not permitted, respective- 
ly. On the other hand, the APS data may be 2-bit data, 
in which '00 1 , *01\ '10', and '11' represent pseudo hori- 
zontal synchronization pulse and color stripe signal are 
both off, pseudo horizontal synchronization pulse is on 
and color stripe signal is off, pseudo horizontal synchro- 
nization pulse is on and two lines of color stripe signal 
are inserted every 20 lines, and pseudo horizontal syn- 
chronization pulse is on and two lines of color stripe sig- 
nal are inserted every 40 lines, respectively. Through 
the use of such CGMS and APS data, a particular type 
of copyright protection signal may (if requested) be 
formed and utilized. For example, if the CGMS data is 
set to '1V (copying inhibited), a copy protection signal 
may be generated and outputted in response to the APS 
setting value. 

Thus, the DVD reproducing device or the DVC re- 
producing device may synthesize or combine the mac- 
rovision signal derived from CGMS and APS data with 
video data. However, since not all television receivers 
can operate acceptably with such macrovision or copy 
protection signals, the picture displayed on such televi- 
sion receivers may be deteriorated or unacceptable. 
Further, such DVD reproducing device or DVC repro- 
ducing device may not readily enable parameters to be 
altered so as to permit such television receivers to op- 
erate acceptably with the macrovision signals. 

In accordance with an aspect of the present inven- 
tion, a data transmission method is provided which com- 
prises the steps of generating parameter setting data for 
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use in copy protection circuits each associated with one 
of a plurality of monitor devices, and transmitting a con- 
trol code including the parameter setting data to data 
receiving devices each having one of the copy protec- 
tion circuits. 

In accordance with another aspect of the present 
invention, a data transmitting device is provided which 
comprises a parameter generating device for generat- 
ing parameter setting data for use in copy protection cir- 
cuits each associated with one of a plurality of monitor 
devices, and a transmission device for transmitting a 
control code including the parameter setting data of the 
copy protection circuit to data receiving devices each 
having one of the copy protection circuits. 

In accordance with still another aspect of the 
present invention, a method for setting parameters of a 
copy protection circuit of a data receiving device is pro- 
vided. Such method comprises the steps of receiving a 
transmitted control code having parameter setting data 
associated with a plurality of monitor devices, extracting 
the parameter setting data associated with a respective 
monitor device from the control code, and setting pa- 
rameter data of the copy protection circuit of the data 
receiving device for use with the respective monitor de- 
vice based on the extracted parameter setting data. 

In accordance with still another aspect of the 
present invention, a data receiving device is provided 
which comprises a device for receiving input data and 
for separating therefrom main data and a control code 
having parameter setting data for use with a copy pro- 
tection circuit, a device for obtaining the parameter set- 
ting data associated with the copy protection circuit from 
the separated control code and for setting parameters 
of the copy protecting circuit based on the obtained pa- 
rameter setting data to enable the copy protecting circuit 
to generate a copy protection signal, and a device for 
combining the main data and the copy protection signal. 

In accordance with still another aspect of the 
present invention, a data transmission system is provid- 
ed. Such system comprises a data transmitting device 
having a parameter generating device for generating 
parameter setting data for use in copy protection circuits 
each associated with one of a plurality of monitor devic- 
es and a transmitting device for transmitting main data 
and a control code having the parameter setting data; 
and a data reception device including a respective one 
of the copy protection circuits and having a device for 
receiving the transmitted main data and control data and 
for separating therefrom the received control code, a de- 
vice for obtaining the parameter setting data associated 
with the respective copy protection circuit from the sep- 
arated control code and for setting parameters of the 
respective copy protecting circuit based on the obtained 
parameter setting data to enable the respective copy 
protection circuit to generate a copy protection signal, 
and a device for combining the main data and the copy 
protection signal. 

In accordance with still another aspect of the 
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present invention, a reproducing method is provided 
which comprises the steps of reproducing signals re- 
corded on a recording medium, generating a copy pro- 
tection signal based on parameter data set by a user, 
5 and combining the reproduced signals and the copy pro- 
tection signal. 

In accordance with still another aspect of the 
present invention, a reproducing device is provided 
which comprises a reproducing device for reproducing 
10 signals recorded on a recording medium, a device for 
setting parameter data and for generating a copy pro- 
tection signal based on the parameter data, and a de- 
vice for combining the reproduced signals and the copy 
protection signal and for outputting the combined signal. 
is Respective further aspects of the invention are set 
forth in claims 20, 21 , 22, 23, 24 and 25. 

Embodiments of the present invention provide a da- 
ta transmission and/or receiving technique and a data 
reproducing technique in which different macrovision 
signals may be supplied to television receivers having 
different set parameters so as to enable such television 
receivers not to be adversely affected by the macrovi- 
sion signals and to display acceptable pictures. 

Embodiments of the invention enable parameters 
for generating copy protection signals associated with 
respective monitor devices to be transmitted and re- 
ceived by broadcasting receivers located in a subscrib- 
er's home or office. By using the received parameters, 
a respective broadcasting receiver may form a copy pro- 
tection signal which inhibits recording by a VTR or the 
like and is acceptable for use with the respective televi- 
sion receiver or monitor device associated therewith. As 
a result, the respective television receiver may not be 
adversely affected by the copy protection signal and 
may provide relatively high quality pictures to be dis- 
played thereon. 

Additionally, during a reproducing operation, a copy 
protection signal may be generated in accordance with 
data set by an operator or subscriber. In such situation, 
the respective monitor device or television receiver may 
not be adversely affected by the copy protection signal. 

Embodiments of the invention will now be de- 
scribed, by way of example, with reference to the ac- 
companying drawings in which: 

Fig. 1 is a diagram of a digital satellite broadcasting 
system; 

Fig. 2 is a diagram of a satellite broadcasting receiv- 
er of the digital satellite broadcasting system of Fig. 
1; 

Fig. 3 is a diagram of a data decoder of the satellite 
broadcasting receiver of Fig. 2; 
Fig. 4 is a diagram to which reference will be made 
in explaining a pseudo horizontal synchronization 
pulse system; 

Fig. 5 is a diagram to which reference will be made 
in explaining a color stripe system; 
Fig. 6 is a diagram to which reference will be made 
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in explaining the adverse affects on a particular tel- 
evision receiver due to a macrovision signal; 
Fig. 7 is a diagram to which reference will be made 
in explaining the use of CGMS and APS data for 
formulating copy protection signals with a DVD or a 
DVC device; 

Fig. 8 illustrates a data transmitting/receiving sys- 
tem according to an embodiment of the present in- 
vention; 

Fig. 9 is a diagram of a satellite broadcasting trans- 
mission device of the data transmitting/receiving 
system of Fig. 8; 

Figs. 1 0A and 10B are diagrams to which reference 
will be made in explaining a transport stream trans- 
mitted by the satellite broadcasting transmission 
device of Fig. 9; 

Figs. 1 1 A and 1 1 B are diagrams to which reference 
will be made in explaining a transport stream trans- 
mitted by the satellite broadcasting transmission 
device of Fig. 9; 

Fig. 12 is a diagram of a satellite broadcasting re- 
ceiver of the data transmitting/receiving system of 
Fig. 8; 

Fig. 13 is a diagram of a video outputting signal 
processing unit in the satellite broadcasting receiv- 
er of Fig. 12; 

Fig. 1 4 is a diagram of a data decoder in a controller 
of the satellite broadcasting receiver of Fig. 12; 
Fig. 15 illustrates a reproducing system according 
to another embodiment of the present invention; 
and 

Fig. 16 is a diagram of a DVD reproducing device 
in the reproducing system of Fig. 1 5. 

Fig. 8 illustrates a digital satellite broadcasting sys- 
tem. As shown therein, such digital satellite broadcast- 
ing system includes a satellite broadcasting station 1 00, 
a broadcasting satellite 200, a broadcasting satellite re- 
ceiver 20, and a management company 300. The broad- 
casting station 1 00 is adapted to transmit signals by way 
of an antenna 19 to the satellite 200. The broadcasting 
satellite 200 may receive the signals from the broadcast- 
ing station 100 and transmit such signals to earth. The 
broadcasting satellite receiver 20, which may be a IRD 
(Integrated Receiver and Decoder) (STB - Set Top Box), 
may be installed at the premises of a subscriber of the 
present system. Such broadcasting satellite receiver 20 
is adapted to receive the signals from the broadcasting 
satellite 200 by way of an antenna 31 and to process 
such received signals so as to form processed signals 
for supply to a television receiver 60 and/or a VTR 70. 
The management company 300 may receive informa- 
tion pertaining to the type of television receiver 60 from 
each subscriber and may supply information corre- 
sponding thereto, such as parameter information, to the 
broadcasting station 100, as hereinbelow more fully de- 
scribed. 

In the broadcasting satellite system of Fig. 8, a sub- 



scriber may supply information, such as the type and 
the name of the manufacturer of the subscriber's televi- 
sion receiver 60 and a personal number of the IRD 230, 
to the management company 300 upon subscribing to 
5 the digital satellite broadcasting system. In response to 
such received information, the management company 
300 may obtain information corresponding to parameter 
(s) which may be set or utilized with a macrovision signal 
for the respective television receiver 60 of the subscriber 
to and may supply the same along with the personal 
number to the satellite broadcasting station 100. The 
satellite broadcasting station 100 transmits the set pa- 
rameter information and the personal number in a trans- 
port stream by way of the broadcasting satellite 200 to 
is the satellite broadcasting receiver. The satellite broad- 
casting receiver may detect the corresponding personal 
number and the set parameter information and generate 
a macrovision signal in accordance therewith and sup- 
ply the generated macrovision signal along with video 
20 data in a transport stream to the television receiver 60. 

The digital satellite broadcasting system may be 
based on an MPEG 2 standard. 

The satellite station 100 may include a satellite 
broadcasting transmission device 10 illustrated in Fig. 
25 g. As shown therein, such satellite broadcasting trans- 
mission device 10 includes a picture data generating 
unit 11 , an MPEG2 encoder 1 2, a speech data generat- 
ing unit 13, an MPEG1 encoder 14, an additional data 
generator 1 5, a transport stream processor 1 6, a scram- 
30 bier 17, and a transmitter 18. 

The picture data generating unit 11 may generate 
picture data and supply the same to the MPEG2 encod- 
er 12. The MPEG2 encoder 12 encodes the received 
picture data in a highly efficient manner in accordance 
35 with an algorithm prescribed in MPEG2 so as to gener- 
ate compressed picture data. Such compressed picture 
data may be supplied to the transport bitstream proces- 
sor 16. 

The speech or audio data generating unit 13 may 
40 generate audio data and supply the same to the MPEG1 
encoder 14. The MPEG1 encoder 14 encodes the re- 
ceived audio data in a highly efficient manner in accord- 
ance with an algorithm prescribed in MPEG1 so as to 
generate compressed audio data. Such compressed 
45 audio data may be supplied to the transport stream proc- 
essor 16. 

The additional data generator 15 may generate a 
variety of additional data, such as program table data, 
key information for descrambling, a header for the per- 

50 sonal number of the IRD or parameters of the copy pro- 
tection signal corresponding to the personal number. 
The additional data generator 15 may generate the 
header and/or the parameter setting information (for use 
in setting parameters of the broadcast satellite receiver 

55 20) in accordance with information received from the 
management company 300 (Fig. 8). The additional data 
generated by the additional data generator 1 5 may be 
supplied to the transport stream processor 16. 
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The transport stream processor 16 receives the 
compressed picture data from the MPEG2 encoder 12, 
the compressed audio data from the MPEG1 encoder 
1 4, and the additional data from the additional data gen- 
erator 15 and converts the same into a bitstream which 
is supplied to the scrambler 17. 

The scrambler 17 receives the bitstream from the 
transport stream processor 16 and scrambles the same 
so as to be encrypted and forms the scrambled bit- 
stream into packets. An output from the scrambler 1 7 is 
supplied to the transmitter 18. The transmitter 18 mod- 
ulates a carrier wave in a predetermined manner with 
the output signal from the scrambler 17 and transmits 
the resulting signal as a satellite wave over the broad- 
casting satellite parabola antenna 19 to the broadcast- 
ing satellite 200. 

As hereinafter more fully described, the additional 
data generated by the additional data generator 15 may 
function as a control code. Such data or control code 
may be transmitted by the transmitting device which in- 
cludes the transport stream processor 1 6, the scrambler 
17, and the transmitter 18. 

In the above digital satellite broadcasting system, a 
data stream may be utilized which includes various ad- 
ditional data, such as program table data, descrambling 
key information, and/or a copy protection signal, inter- 
posed between compressed video data and com- 
pressea speecn aaia, as snown in i-ig. iu a. in sucn 
arrangement, the program table data and the key infor- 
mation and the like of the additional data may be fol- 
lowed by information relating to one or more headers of 
one or more personal numbers of the IRD and one or 
more parameters corresponding to the personal number 
(s). Such information may, for example, include the 
header of the personal number 1 , information of the pa- 
rameter A for the personal number 1, the header of the 
personal number 2, and information of the parameter B 
for the personal number 2, as shown in Fig. 10B. 

Upon decoding the header of the personal number 
associated with a receiver, the satellite broadcasting re- 
ceiver may obtain the information of the parameter as- 
sociated therewith. For example, consider the situation 
in which the personal number associated with a receiver 
is 1 . In such situation, upon decoding or detecting the 
header of the personal number 1 , the satellite broad- 
casting receiver may obtain the information of the pa- 
rameter A associated with the personal number 1 . As a 
result, the satellite broadcasting receiver may generate 
a macrovision signal in accordance with the parameter 
A and combine such signal with the picture data and 
supply the combined signal to the corresponding televi- 
sion receiver 60, as hereinafter more fully described. 

Fig. 11 A illustrates a macrovision signal which may 
be utilized in the digital satellite broadcasting system of 
Fig. 1. As shown therein, the parameters of the macro- 
vision signal may be expressed with 64 bits of data, of 
which those designated by N[0] and N[7] control on/off 
and set the number of lines of inversion, respectively. 
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As is to be appreciated, such arrangement of parame- 
ters in the macrovision signal may not enable either 
more than one set of parameters to be provided or, if 
more than one set is provided, easy detection of a re- 
5 spective one of such sets of parameters. However, the 
present embodiment enables more than one set of pa- 
rameters to be transmitted and enables easy detection 
of the appropriate one of such sets of parameters. That 
is, in the present embodiment, the parameter setting da- 
10 ta which is to be transmitted may be preceded (or fol- 
lowed) by the header of a personal number, as shown 
in Fig. 11 B. (The arrangement of Fig. IIB corresponds to 
that shown in Fig. 10B.) 

As previously described, each subscriber may have 
is a satellite broadcasting receiver 20 located in his/her 
home or office which may receive signals transmitted 
from the satellite station 100 by way of the broadcasting 
satellite 200. Such satellite broadcasting receiver 20 is 
illustrated in Fig. 12. As shown therein, the satellite 
broadcasting receiver includes a tuner 21, a descram- 
bler 22, a transport stream processor 23, an MPEG1 de- 
coder 24, an MPEG2 decoder 25, a speech outputting 
signal processor 26, a video outputting signal processor 
27, a controller 28, and a user interfacing circuit 29. 

The tuner 21 is adapted to receive a broadcasted 
signal by way of the parabola antenna 31 and to process 
the same in a predetermined manner which may involve 
reception transponaer swncmng, aemoauianon, ana/or 
error correction. An output MPEG2 transport stream 
from the tuner 21 is supplied to the descrambler 22 
which also receives descrambling key information from 
the controller 28. Such key information may be supplied 
to the controller 28 from an IC card 32 (wherein the key 
information is recorded thereon) by way of an I C card 
slot or reader 20 A. The descrambler 22 descrambles the 
transport stream based on the key information and sup- 
plies the descrambled transport stream to the transport 
stream processor 23. 

The transport stream processor 23 extracts video 
data and audio or speech data from the transport stream 
based on program specific information (PSI) supplied 
from the controller 28. The PSI may be obtained from 
operation input information supplied from a remote con- 
trol operation unit 33 (due to inputs by an operator) by 
way of a user interfacing circuit 29 to the controller 28. 
The extracted audio data and picture data may be sup- 
plied to the MPEG1 decoder 24 and the MPEG2 decod- 
er 25, respectively. Further, the transport stream proc- 
essor 23 may also extract the additional data from the 
transport stream and may supply the same to the con- 
troller 28. 

The MPEG1 decoder 24 decodes the compressed 
audio data received from the transport stream processor 
23 in accordance with an algorithm prescribed in 
MPEG1 so as to convert such compressed audio data 
into non-compressed audio data (which may be similar 
to that prior to encoding). The non- or pre-compressed 
audio data is supplied from the MPEG1 decoder 24 to 
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the audio outputting signal processor 26. The speech or 
audio outputting signal processor 26 processes the re- 
ceived pre-compressed audio data from the MPEG 1 de- 
coder 24 in a predetermined manner which may involve 
performing a digital-to-analog (D/A) conversion so as to s 
convert the digital audio data into analog audio signals. 

The MPEG2 decoder 25 decodes the compressed 
video data received from the transport stream processor 
23 in accordance with an algorithm prescribed in 
MPEG2 so as to convert the compressed video data into 10 
non-compressed video data (which may be similar to 
that prior to encoding). The non- or pre-compressed vid- 
eo data is supplied from the MPEG2 decoder 25 to the 
picture outputting signal processor 27. 

As shown in Fig. 13, the video outputting signal is 
processor 27 may include a video encoder 41 , a mac- 
rovision signal generator 42, an adder 43, and a digital- 
to-analog (D/A) converter 44. The video data from the 
MPEG2 decoder 25 is supplied to the video encoder 41 
so as to be converted into video data conforming to the 20 
respective predetermined television standard, such as 
a NTSC standard. The macrovision signal generator 42 
may generate a macrovision signal in response to a pa- 
rameter setting and/or on/off control signal supplied 
from the controller 28 (Fig. 1 2). Such macrovision signal 25 
may be combined with the video data from the video en- 
coder 41 by the adder 43. The combined signal from the 
adder 43 is supplied to the D/A converter 44 so as to be 
converted into an analog signal and outputted there- 
from. 30 

Returning to Fig. 1 2, the controller 28 in the satellite 
broadcasting receiver 20 may decode the additional da- 
ta extracted from the transport stream processor 23 and 
control various operations such as control of a program 
table display for copy protection control. Such data de- 35 
coding function may be performed by a data decoding 
unit 50 which may be included within the controller 28. 

As shown in Fig. 1 4, the data decoding unit 50 may 
include a switch 51 , a control code register 52, a header 
register 53, a control code analyzer 54, and a data 40 
stream processor 55. The control code register 52, the 
header register 53, and the control code analyzer 54 
may be arranged in a shift register configuration. 

The switch 51 is adapted to detect a control code 
packet and to change to the connection state indicated *s 
in Fig. 14 upon such detection. Accordingly, upon sup- 
plying extracted additional data (which includes a con- 
trol code having parameter setting data and header in- 
formation) to the switch 51 , the control code and the pa- 
rameter setting data and the header of a personal so 
number may be supplied to the control code register 52 
and the header register 53. The header register 53 may 
detect only the header of a specified personal number. 
As a result, the control code analyzer 54 analyzes the 
control code corresponding to the detected specified ss 
personal number supplied by the control code register 
52. Based upon such analyzing, the control code ana- 
lyzer 54 provides on/off control and parameter setting 



information to the macrovision signalgenerator 42. This 
arrangement may enable the data decoding unit 50 to 
perform code processing for each data string shown in 
Fig. 10B. 

On the other hand, if data other than the control 
code is supplied to the switch 51 , the switch is changed 
over so as to supply such received data to the other data 
stream processbr 55 whereupon information, such as 
the program table, may be extracted and control thereof 
may be provided. 

Therefore, as described above, in the present dig- 
ital satellite broadcasting system, parameters pertaining 
to a number of types of television receivers may be 
transmitted from a satellite broadcasting station by way 
of a satellite to satellite receivers at the subscribers 
premises. Upon receiving such transmitted parameters, 
each respective satellite receiver obtains the parame- 
ters associated with the respective television. Such ob- 
tained parameters are utilized in forming a macrovision 
signal which is combined with video data and supplied 
to the respective television receiver. As a result of using 
parameters associated with the respective television re- 
ceiver in forming the macrovision signal, the perform- 
ance of such television receiver may not be adversely 
affected and picture signals of designated programs 
which are recorded on the VTR will produce unaccept- 
able pictures upon reproduction so as to provide the de- 
sired copy protection. In other words, the present satel- 
lite receiver can effectively prevent dubbing to the VTR 
70 and yet still supply picture signals to the television 
receiver 60 which will produce high quality pictures re- 
gardless of the type or make of such television receiver. 

Another embodiment of the present invention will 
now be described. Such embodiment may involve the 
use of a digital video disc (DVD) reproducing device or 
the like, as illustrated in Fig. 15. As shown therein, video 
data reproduced by the DVD reproducing device 80 may 
be supplied to the television receiver 60. 

As shown in Fig. 16, the digital videodisc reproduc- 
ing device 80 includes an optical pickup 92, a digital sig- 
nal processor 93, a descrambler 22, a data stream proc- 
essor 23a, an MPEG1 decoder 24, an MPEG2 decoder 
25, a speech outputting signal processor 26, a picture 
outputting signal processor 27, a controller 28, and a 
user interfacing circuit 29. A number of these devices 
are similar to and operate in a similar to those previously 
described with regard to the satellite broadcasting re- 
ceiver 20 of Fig. 12 and, as such, the previous descrip- 
tion pertaining thereto may also be applied to the DVD 
reproducing device 80. Accordingly, in the interest of 
brevity, only a cursory description pertaining to such de- 
vices will be provided hereinbelow. 

In the DVD reproducing device, the optical pickup 
92 may read out picture and audio data recorded on a 
DVD 91 and supply the same to the digital signal proc- 
essor 93. The digital signal processor 93 processes the 
received read-out data in a predetermined manner 
which may include demodulation and error correction 



13 



EP 0 831 648 A2 



14 



processing and supplies the resulting MPEG2 datast- 
ream to the descrambler 22. The descrambler 22 may 
descrambles the received datastream based on key in- 
formation from the controller 28 and supplies the de- 
scrambled datastream to the transport stream proces- s 
sor 23a. The datastream processor 23a may extract vid- 
eo data and speech or audio data from the received da- 
tastream based on PSI from the controller 28. The ex- 
tracted speech data and picture data are supplied to the 
MPEG1 decoder 24 and the MPEG2 decoder 25, re- 10 
spectively. The datastream processor 23a may also ex- 
tract additional data from the datastream and supply the 
extracted additional data to the controller 28. The 
MPEG1 decoder 24 decodes the audio data from the 
datastream processor 23a in a predetermined manner 15 
so as to convert the compressed audio data into pre- 
compressed audio data and supplies the same to the 
audio outputting signal processor 26. The audio output- 
ting signal processor 26 processes the received pre- 
compressed speech data in a predetermined manner 20 
which may include digital-to-analog conversion so as to 
convert the audio data into analog audio signals. The 
MPEG2 decoder 25 decodes the video data from the 
datastream processor 23a in a predetermined manner 
so as to convert the compressed video data into pre- 25 
compressed video data and supplies the same to the 
picture outputting signal processor 27. The video out- 
putting signal processor 27 may include a video encoder 
41 , a macrovision signal generator 42, an adder 43, and 
a D/A converter 44, such as those shown in Fig. 1 3. The 30 
macrovision signal generator 42 may generate a mac- 
rovision signal in accordance with control signals sup- 
plied by the controller 28. Such macrovision signal may 
be combined with picture data by the adder 43 and out- 
putted. 35 

In the above-described DVD reproducing device 
80, the user may input or set information such as the 
name of the manufacturer and the machine type of the 
television receiver 60 by use of the remote controller 33. 
Such information or setting signal may be supplied from 40 
the remote controller 33 to the controller 28 by way of 
the user interface 29. In response to such received in- 
formation, the controller 28 may set or obtain the appro- 
priate parameters for the macrovision signal generator 
42 by use of a table which may include previously stored 45 
information relating to manufacturers and/or types of the 
television receivers and associated parameters. This ta- 
ble may be updated by user inputs from the remote con- 
troller 33 or by reading pre-set information recorded on 
the DVD 91. so 

Thus, the DVD reproducing device 80 may generate 
a macrovision signal in accordance with a user input by 
use of the remote controller 33 and may output the gen- 
erated macrovision signal along with picture data to the 
television receiver 60. As such, if picture data repro- ss 
duced by the DVD reproducing device 80 is supplied to 
the television receiver 60 and to the VTR 70 (as shown 
in Fig. 15), a picture having acceptable picture quality 



may be displayed on the television receiver 60, while 
picture signals which would produce unacceptable pic- 
tures are recorded on the VTR. In other words, the DVD 
reproducing device 80 can prevent dubbing to the VTR 
70 and can supply picture signals of high picture quality 
to the television receiver 60 regardless of the type or 
make of such television receiver. 

Further, the name of the manufacturer or the ma- 
chine type of the television receiver 60 may be entered 
or registered with the remote controller 33 by use of 
codes. That is, a code identifying the respective manu- 
facturer or type of the television receiver may be entered 
by use of the remote controller 33. As a result, by using 
the remote controller 33, the user may cause a code sig- 
nal which identifies the television receiver to be supplied 
to the controller 28. The controller 28 may utilize such 
code signal in conjunction with the table to obtain the 
appropriate parameters for the macrovision signal gen- 
erator 42, in a manner as previously described. 

Although the above embodiment was described for 
use with a DVD, the present invention is not so limited 
and may be used with other types of recording and/or 
reproducing devices. For example, the present inven- 
tion may be applied to a digital video cassette (DVC) 
reproducing device or the like. 

Although preferred embodiments of the present in- 
vention and modifications thereof have been dp-scrihpH 

in Hotpul horoin it ic to Ho i inWAret^H *K^t +K i~ 

is not limited to these embodiments and modifications, 
and that other modifications and variations may be ef- 
fected by one skilled in the art without departing from 
the scope of the invention as defined by the appended 
claims. 



Claims 

1 . A data transmission method comprising the steps 
of: 

generating parameter setting data for use in 
copy protection circuits each associated with 
one of a plurality of monitor devices; and 
transmitting a control code including the param- 
eter setting data to data receiving devices each 
having one of said copy protection circuits. 

2. The data transmission method as in claim 1 , further 
comprising the step of adding personal number da- 
ta as header information to said parameter setting 
data for discriminating between the data receiving 
devices, and wherein the transmitting step trans- 
mits said control code including the parameter set- 
ting data with said personal number data to said da- 
ta receiving devices. 

3. The data transmission method as in claim 2, further 
comprising the step of generating additional infor- 
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mation data common to said data receiving devices, 
and wherein the transmitting step transmits said 
control code with said personal number data and 
the generated additional information data to the da- 
ta receiving devices. s 

4. A data transmitting device comprising: 

parameter generating means for generating 
parameter setting data for use in copy protec- 10 
tion circuits each associated with one of a plu- 
rality of monitor devices; and 
transmission means for transmitting a control 
code including the parameter setting data of the 
copy protection circuit to data receiving devices is 
each having one of said copy protection cir- 
cuits. 

5. The data transmitting device as in claim 4, wherein 
said parameter generating means includes means 20 
for adding personal numbers as header information 

to said parameter setting data which identifies the 
data receiving devices, and said transmitting 
means transmits said control code including the pa- 
rameter setting data with said personal numbers to 25 
said data receiving devices. 

6. The data transmitting device as in claim 5, further 
comprising additional information data generating 
means for generating additional information data 30 
common to the data receiving devices, and wherein 
said transmitting means transmits parameter set- 
ting data with said personal numbers and the gen- 
erated additional information data to the data re- 
ceiving devices. 35 

7. A method for setting parameters of a copy protec- 
tion circuit of a data receiving device, said method 
comprising the steps of: 

40 

receiving a transmitted control code having pa- 
rameter setting data associated with a plurality 
of monitor devices; 

extracting the parameter setting data associat- 
ed with a respective monitor device from the 45 
control code; and 

setting parameter data of the copy protection 
circuit of said data receiving device for use with 
said respective monitor device based on the ex- 
tracted parameter setting data. so 

8. The parameter setting method as in claim 7, where- 
in said parameter setting data includes personal 
number data as header information for identifying 

the monitor devices. ss 

9. The parameter setting method as in claim 8,' where- 
in said control code includes said parameter setting 
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data and additional information data for use by said 
data receiving device. 

10. A data receiving device comprising: 

means for receiving input data and for separat- 
ing therefrom main data and a control code hav- 
ing parameter setting data for use with a copy 
protection circuit; 

means for obtaining the parameter setting data 
associated with said copy protection circuit 
from the separated control code and for setting 
parameters of the copy protecting circuit based 
on the obtained parameter setting data to ena- 
ble said copy protecting circuit to generate a 
copy protection signal; and 
means for combining said main data and said 
copy protection signal. 

11. The data receiving device as in claim 10, wherein 
said parameter setting data includes identification 
data as header information. 

12. The data receiving device as in claim 11, wherein 
said control code includes said parameter setting 
data and additional information data for use by the 
data receiving device. 

13. A data transmission system comprising: 

a data transmitting device having parameter 
generating means for generating parameter 
setting data for use in copy protection circuits 
each associated with one of a plurality of mon- 
itor devices and transmitting means for trans- 
mitting main data and a control code having the 
parameter setting data; and 
a data reception device including a respective 
one of said copy protection circuits and having 
means for receiving the transmitted main data 
and control data and for separating therefrom 
the received control code, means for obtaining 
the parameter setting data associated with the 
respective copy protection circuit from the sep- 
arated control code and for setting parameters 
of the respective copy protecting circuit based 
on the obtained parameter setting data to ena- 
ble the respective copy protection circuit to 
generate a copy protection signal, and means 
for combining said main data and said copy pro- 
tection signal. 

14. The data transmission system as in claim 13, 
wherein said parameter generating means includes 
means for adding personal number data as header 
information to said parameter setting data which 
identifies said data reception device, said transmit- 
ting means transmits said main data and said con- 
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trol code having said parameter setting data with 
said personal number data, and the obtaining 
means obtains the parameter setting data associ- 
ated with the respective copy protection circuit by 
use of the persona! number data. s 

15. The data transmission system as in claim 14, 
wherein said data transmitting device includes 
means for generating additional information data for 
said data reception device, and said transmitting 10 
means transmits said the generated additional in- 
formation data, along with said main data and said 
control code having said parameter setting data 
with said the personal number data, to said data re- 
ception device for use in operating said data recep- is 
tion device. 

16. A reproducing method comprising the steps of: 

reproducing signals recorded on a recording 20 
medium; 

generating a copy protection signal based on 
parameter data set by a user; and 
combining the reproduced signals and the copy 
protection signal. 25 

1 7. The reproducing method as in claim 1 6, wherein the 
aeneratina steo includes detectina an intrinsic code 
from an infrared light of a remote controller operated 

by said user, and generating said protection signal 30 
based on the detected intrinsic code. 

18. A reproducing device comprising: 

reproducing means for reproducing signals re- 35 
corded on a recording medium; 
means for setting parameter data and for gen- 
erating a copy protection signal based on said 
parameter data; and 

means for combining the reproduced signals 40 
and said copy protection signal and for output- 
ting the combined signal. 

19. The reproducing device as in claim 18, wherein the 
setting and generating means includes code detec- 4S 
tion means for detecting an intrinsic code from an 
infrared light of a remote controller, and wherein the 
setting and generating means generates said copy 
protection signal based on the detected intrinsic 
code. so 

20. A data processing device comprising: 

means for receiving input signals having picture 
data and parameter data pertaining to a plural- ss 
ity of monitor devices; 

means for obtaining the parameter data asso- 
ciated with a respective one of said monitor de- 
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vices from said input signals and for generating 
copy inhibiting data in accordance with the ob- 
tained parameter data; and 
means for combining said picture data and said 
copy inhibiting data and for outputting the com- 
bined data for supply to the respective one of 
said monitor devices. 

21 . A data processing apparatus coupled to a television 
monitor and a recording/reproducing device for ef- 
fectively preventing unauthorized copying of desig- 
nated picture data, said data processing apparatus 
comprising: 

means for receiving input signals having picture 
data and parameter data pertaining to a plural- 
ity of television monitors; 
means for obtaining the parameter data asso- 
ciated with the respective television monitor 
coupled to said data processing apparatus from 
said input signals and for generating copy in- 
hibiting data in accordance with the obtained 
parameter data; and 

means for combining said picture data and said 
copy inhibiting data and for outputting the com- 
bined data for supply to the respective televi- 
sion monitor and said recordinq/reproducinq 

wherein the respective television monitor dis- 
plays pictures corresponding to said picture da- 
ta of said combined data in an acceptable man- 
ner, and 

wherein, if said combined data is recorded by 
said recording/reproducing device, picture sig- 
nals reproduced therefrom will produce unac- 
ceptable pictures when displayed so as to ef- 
fectively prevent unauthorized copying of said 
picture data. 

22. A data transmission and reception system compris- 
ing: 

a data transmitting device having parameter 
generating means for generating parameter 
data for a plurality of television monitors and 
means for transmitting the generated parame- 
ter data and picture data; and 
at least one data reception device coupled to a 
respective television monitor and a recording/ 
reproducing device and including means for re- 
ceiving the transmitted picture data and param- 
eter data pertaining to said plurality of television 
monitors, means for obtaining the parameter 
data associated with the respective television 
monitor from the transmitted parameter data 
and for generating copy inhibiting data in ac- 
cordance therewith, and means for combining 
said picture data and said copy inhibiting data 
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and for outputting the combined data for supply 
to the respective television monitor and said re- 
cording/reproducing device; 
wherein the respective television monitor dis- 
plays pictures corresponding to said picture da- 5 
taof said combined data in an acceptable man- 
ner, and 

wherein, if said combined data is recorded by 
said recording/reproducing device, picture sig- 
nals reproduced therefrom will produce unac- 10 
ceptable pictures when displayed so as to ef- 
fectively prevent unauthorized copying of said 
picture data. 



23. A data processing apparatus comprising: is 

a device for receiving input signals having pic- 
ture data and parameter data pertaining to a 
plurality of monitor units; 

a device for obtaining the parameter data as- 20 
sociated with a respective one of said monitor 
units from said input signals and for generating 
copy inhibiting data in accordance with the ob- 
tained parameter data; and 

a devices for combining said picture data and 2s 
said copy inhibiting data and for outputting the 
combined data for supply to the respective one 
of said monitor units. 

24. A data processing apparatus coupled to a television 30 
monitor and a recording/reproducing device for ef- 
fectively preventing unauthorized copying of desig- 
nated picture data, said data processing apparatus 
comprising: 

35 

a device for receiving input signals having pic- 
ture data and parameter data pertaining to a 
plurality of television monitors; 
a device for obtaining the parameter data as- 
sociated with the respective television monitor 40 
coupled to said data processing apparatus from 
said input signals and for generating copy in- 
hibiting data in accordance with the obtained 
parameter data; and 

a device for combining said picture data and *s 
said copy inhibiting data and for outputting the 
combined data for supply to the respective tel- 
evision monitor and said recording/reproducing 
device; 

wherein the respective television monitor dis- so 
plays pictures corresponding to said picture da- 
ta of said combined data in an acceptable man- 
ner, and 

wherein, if said combined data is recorded by 
said recording/reproducing device, picture sig- 55 
nals reproduced therefrom will produce unac- 
ceptable pictures when displayed so as to ef- 
fectively prevent unauthorized copying of said 



picture data. 

25. A data transmission and reception system compris- 
ing: 

a data transmitting device having a parameter 
generating device for generating parameter da- 
ta for a plurality of television monitors and a de- 
vice for transmitting the generated parameter 
data and picture data; and 
at least one data reception device coupled to a 
respective television monitor and a recording/ 
reproducing device and including a device for 
receiving the transmitted picture data and pa- 
rameter data pertaining to said plurality of tele- 
vision monitors, a device for obtaining the pa- 
rameter data associated with the respective tel- 
evision monitor from the transmitted parameter 
data and for generating copy inhibiting data in 
accordance therewith, and a device for combin- 
ing said picture data and said copy inhibiting 
data and for outputting the combined data for 
supply to the respective television monitor and 
said recording/reproducing device; 
wherein the respective television monitor dis- 
plays pictures corresponding to said picture da- 
ta of said combined data in an acceptable man- 
ner, and 

wherein, if said combined data is recorded by 
said recording/reproducing device, picture sig- 
nals reproduced therefrom will produce unac- 
ceptable pictures when displayed so as to ef- 
fectively prevent unauthorized copying of said 
picture data. 
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(54) Copy protection in data transmission and processing 



(57) A digital satellite broadcasting system for pro- 
viding copy protection or so-called macrovision signals 
which hinder the recording of designated picture signals 
and which do not adversely affect the performance of a 
television receiver. Such satellite broadcasting system 
may include a broadcasting station (100), a satellite 
(200), and a plurality of satellite receivers (31) each lo- 
cated at a subscriber's premises and coupled to the sub- 
scriber's television receiver (60) and recording/repro- 
ducing device (VTR) (70). Parameters pertaining to a 
number of types of television receivers (60) may be 
transmitted from the satellite broadcasting station (100) 
by way of the satellite (200) to the satellite receivers 



(31 ). Upon receiving such transmitted parameters, each 
respective satellite receiver (31 ) obtains the parameters 
associated with the respective television (60). Such ob- 
tained parameters are utilized in forming a macrovision 
signal which is combined with video data and supplied 
to the respective television receiver (60). As a result of 
using parameters associated with the respective televi- 
sion receiver (60) in forming the macrovision signal, the 
performance of such television receiver (60) is not ad- 
versely affected and picture signals of designated pro- 
grams which are recorded on the VTR (70) will produce 
unacceptable pictures upon reproduction so as to pro- 
vide the desired copy protection. 
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